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Malware DeepView™

Malware DeepView is a next generation dynamic malware analyzer that uses patented
and proprietary technology to find advanced malware that hides from other tools. We
automatically force code execution, identify malicious code sequences, and detect
malicious program behavior that consistently evades competitive technology.
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Deep Code Inspection finds not only
OS Level indicators that others see,
but also proprietary Program Level Learning
Indicators that distinguish code

structure in malware and goodware.
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Forced force the execution of all code second machine
paths, including code that is evading learning engine to
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Automatic Sequence Detection
] uses deep machine learning to
Detection automatically identify program code
patterns that are more frequently
found in malicious programs.

DeepView™ executes over 50% more program code that
evades other analysis techniques and finds 50% more
Indicators of Compromise (I0Cs).



Malware DeepView™

® Cloud-based SaaS Solution
® Free, Basic, & Enterprise Licenses
e Comprehensive Analysis

Key * Real netwc?rk traffic
* Yara & Suricata rules
Features * Detailed Process Graphs

® Easy to use API for integration into malware
analysis workflows
® Score & Report (available in JSON & HTML)

Windows Executables HTML & URLs

(32 & 64 bit)
Windows DLLs Archives (.zip, .rar., .
7z, .iso, .tar, .gz, .bz2)

.NET Executables Flash

File Types

ypP PDF JAR

MS Word, Powerpoint,  Image File Types
Excel (Bitmap, GIF, JPEG)
MacOS DMG and Mach- Linux executables
O (32 & 64 bit) (32 & 64 bit)
® Security Product Companies
® Software Product Companies
® Managed Security Service Providers

Use Cases ® Security Operations Centers
® Security Consultants & Incident Responders
® Malware Analysts

Free Trial License
Sign up at www.secondwrite.com or email us at info@secondwrite.com
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